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2 Factor Authentication Guide 
Introduction 

 
2FA (2 Factor Authentication) or sometimes referred to as Multi-factor authentication (MFA) is a 
secure setting being adopted by Loughborough College. This allows for the College's Office 365 
solution (Emails, OneDrive and Teams etc.) to accessed with more than just using your windows 
password. This setting means you will have to use your Mobile phone, desk phone or an App to provide 
an additional layer of security. 

To register or update your 2FA details, follow the link below https://aka.ms/MFASetup 

You will be asked to register a mobile phone number. If        you plan to use the app as your primary 
method. Please enter a mobile number as this allows for a recovery option in case your phone is lost or 
stolen. 

Any settings you submit can be changed by the IT Department if required.  

If you have any questions regarding 2FA, please contact The IT Helpdesk. 
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There is also a video guide here: 
https://www.youtube.com/watch?v=uWbkLuI4g30&ab_channel=MicrosoftAzure 
 

https://aka.ms/MFASetup
https://www.youtube.com/watch?v=uWbkLuI4g30&ab_channel=MicrosoftAzure
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Registering for 2 Factor Authentication 

 
Please click on the below link to enable you 2FA and configure your settings:  
 
https://aka.ms/MFASetup 

You may be prompted with a box asking you to click "Next". 
Once you have pressed "Next", you will be present with the box below: 
 
In the section, this is where you start to configure your settings for 2FA.  
Please enter a preferred method.  
 
We recommend using the Microsoft App which you can download form your App Store. 

If you wish to use a phone call or SMS text message for verification, click on that option from the drop-
down box and follow the instructions. It will send you a code or call you with a code you will need to 
enter on the next screen 
 
If you have selected the App, you will be provided with an option for “Receive Notifications for 
verification” or “Use Verification code”. 
 
Select which option you prefer. 
“Receive Notifications for verification” This will enable the app to prompt you to log in 
“Use Verification Code” - This will mean you have to go into the app and use the code against the 
account. This will be configured later. 
 
 
Once you have chosen your preferred option, select next and a new box will pop up showing you a QR 
code. You will need this in the next section.  

https://aka.ms/MFASetup
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Setting up the 2FA Microsoft Authenticator App 
 
If you have selected to use the 2FA Microsoft application (which we recommend), download the app 
from your App store (Google Play or IOS App store) 
 
Open the app on your phone and choose to allow notifications. Then select add account or the plus 
button, and then select “Work or school account” 
 
Select “Scan the QR code” when you are prompted with the pop-up box.  
 
This is where you scan the QR code on the registration page. It will look like the below: 

 

 
Scan the provided code from your Authenticator app and then select next. 
 
Now it will take you back to the main screen 
 

Select next again and respond to the request on your phone. 
 
On the next screen, please enter your phone number you wish to use for additional security. Normally 
your mobile number. Then select finish. 
 
This is now your 2FA setup using the Microsoft authenticator app. You will need to use this when you log 
into Office 365.  
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Registering a Phone (Mobile or desk phone) 
 

To use a mobile phone or your desk phone as an authentication method, select the option 
“Authentication phone”. 
You will see the following settings: 
 

Make sure you select United Kingdom from the area code drop down box.  

Enter the number you wish to use and also select the method you want to use.  

This will be either “Send me a code by text message” or “Call me” 

If you select call me, you will receive an automated phone call from an American number.  

You will be asked to push the hash (#) key on your phone to confirm this is you. 

 

Once you have done this, press “Finished” and you are now configured and complete 



5  

 

If you select Text message, you will receive a text message instead. You will need to enter the code 
you have been sent into the window: 

 
Select verify when you have entered your code, and then finished. 
 
This is now 2FA enabled on your Loughborough College account. 
 
Please note, if you decide to use your desk phone to authenticate, if you are offsite and need to 
authenticate, you may be hindered in answering your phone and therefore may not be able to access 
your emails or teams etc. As stated, IT can reset your 2FA settings which means you will have to enable 
them again from scratch.  
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